	
	
	



 Joshua Simpson
 CYBERSECURITY ANALYST
(321)-210-5941 | simpsonjoshua007@gmail.com | Melbourne, FL
 www.linkedin.com/in/joshua-simpson-95b8a430b

Career Objective
Cybersecurity analyst with expertise in risk management, network security, and endpoint protection. Proficient in SIEM, firewall management, vulnerability assessment, MITRE ATT&CK, and digital forensics. Aiming to enhance organizational security posture and maintain regulatory compliance.

Work Experience
HCBC- Cybersecurity Analyst                                                                                       May 2025 – Present
· Backed up all data to encrypted cloud storage with automated daily snapshots, ensuring 100% recoverability of mission-critical files within 24 hours.
· Implemented a multi-layer firewall and antivirus solution that blocked over 92% of incoming phishing and malware attempts.
· Developed a simplified disaster recovery plan covering 100% of essential digital assets, achieving full backup recovery testing success in under 2 hours.
· Led regular internal nessus vulnerability scans and patch management, reducing critical system vulnerabilities by 85%.
Zaxby’s - Assistant Manager                                                                                           July 2021-Jan 2024
· Led a 9-person team (5 BOH, 4 FOH), achieving a 95% compliance rate with company protocols
· Conducted bi-weekly inventory audits, reducing inventory shrinkage by 12% through CRM data analysis
· Delivered 25% increase in team efficiency by training 8 new hires and refining 6 operational workflows and standards
· Directed FOH/BOH coordination, reducing time of production and delivery by roughly 18% over six months

TECHNICAL EXPERIENCE                                                                                  
Educational Focus                                                                                                     Jan 2023 – May 2025 
· Advanced coursework in networking, Linux configuration, cybersecurity operations, and digital forensics (Wireshark, Nmap, Autopsy)
· Applied system management and network defense strategies in simulated cyberattack environments
· Practical programming knowledge in C++ and Java for automation and scripting solutions
SOC Development and Configuration                                                   
· Project Scope: Full-cycle SOC deployment across virtualized environments to simulate Blue Team operations to harden network infrastructure, deploy defensive monitoring tools, and configure real-time threat detection
· Tool Implementation: MalwareBytes (Malware Detection), Security Onion (SIEM), Metasploit (pen-testing), Autopsy (Forensics), Snort (IDS), VirusTotal (OSINT) and Wireshark (network monitoring)
· Network Architecture: Designed segmented VLANs for Windows Server, Linux, and endpoints that reduced lateral threat movement by 35%.
· Endpoint Hardening: applied baselines, firewall policies, and monitoring agents across 100% of VMs
Virtual Environments                                                                                                       
· Home Virtual Environment: Configured Windows 11 and Linux virtual environments using VirtualBox on an Apple MAC. Installed tools such as Wireshark, Hitman Pro, Malwarebytes, Security Onion, Nmap, and pfSense. Added OSINT resources and tools to VMs for threat detection. Conducted traffic analysis, malware scanning, and simulations of red team attacks

EDUCATION
CompTIA Security+  — Certified April 5, 2024 
Bachelor of Science in Cybersecurity
Eastern Florida State College — Jan 2023 - May 2025
· Summa Cum Laude, 3.9 GPA, PTK Honor Society
· President’s List: 2025, 2024
Associate of Arts
Eastern Florida State College — Aug 2020 - Dec 2023
· Honor’s List: 2023 | Dean’s List: 2022, 2021

critical Skills
Core SOC Capabilities
· SIEM Management (Splunk, SecurityOnion)
· Threat Analysis & Threat Hunting (MITRE ATT&CK, OSINT, VirusTotal, CVE, CVSS)
· Incident Response & Containment
· Traffic Inspection & Packet Analysis (Wireshark, tcpdump, Cisco Packet Tracer)
· Log Analysis & Correlation
Technical Security Skills
· Firewall & IDS/IPS Management (PfSense, UFW)
· Vulnerability Scanning & Assessment (Nessus, Qualys, OpenVAS)
· Malware Analysis & Sandboxing
· Security Hardening (Linux, MacOS, iOS, Windows, Cloud, Browser)
· Cyber Forensics (EnCase, FTK, Autopsy, Volatility)
Network & System Knowledge
· Network Security & Network Protocols (TCP/IP, DNS, HTTPS, DHCP, ICMP, SNMP, ARP)
· Linux Systems Administration (system hardening, Bash scripting, security auditing with Lynis, chkrootkit, rkhunter)
· Virtualization & Cloud Security (AWS, Azure, Google Cloud security controls, VMWare, VirtualBox)
· Network Configuration & Troubleshooting (Nmap, Task Manager, ProcessMon, Sysinternals)
· Identity and Access Management (IAM) – (Okta, Active Directory, LDAP, Privileges, ACL)
· Endpoint Security (MalwareBytes, BitDefender, Microsoft Defender, CrowdStrike Falcon)
Operational & Collaborative Strengths
· Coordination with IT & DevOps Teams
· Knowledge of NIST SP 800-53,  NIST SP 800-37, ISO 27001, CIS
· Risk Assessment & Management (Quantitative and Qualitative Risk Analysis)
· Cybersecurity Tool Implementation & Optimization
· Social Engineering Prevention & Security Awareness Training
· Disaster Recovery & Business Continuity Planning
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