	Alex Henry


   Email – axhenry89@gmail.com   Phone: (484) 294 – 5502





Professional Summary


Proactive and detail-oriented IT professional with 10 years of experience in data security, systems administration, and vulnerability management. Proven expertise in incident response, threat detection, and governance, with a strong foundation in cybersecurity tools and processes. Seeking a role in Cybersecurity to protect critical systems and data through innovative and proactive security measures.





Professional Experience


Information Systems Engineer


OraSure Technologies – Bethlehem, PA | April 2018 – Present





Managing and monitoring endpoint security solutions; FortiClient EMS (security management solution) and CrowdStrike (Falcon) on over 1200+ devices and Clone EDR


Primary critical member of the Incident Response Team working side by side with the security team to investigate, hunt and mitigate threats


Key contributor to the Incident Response Team, mitigating threats and developing improved security protocols post-breach


Investigating user access and working with the security team to identify and track threats if and when needed


Account audits verifying permissions of users to ensure that they have the least or necessary access needed on Active Directory and O365


Built and deployed baseline hardened images in SCCM and Intune, enhancing infrastructure resilience


Created and implemented global standardised Group Policies to be consistent across the industry


Reduced threat footprint by 80% within three months, remediating over 5,000 vulnerabilities.


Sought new software or hardware to enhance system efficiency and security to better hardened our infrastructure


Gained valuable experience in incident response and remediation following a cybersecurity breach, then utilized this experience to improve security protocols and enhance the organization's overall security posture


Configure and manage WhatsupGold monitoring system for better visibility of devices, services and server’s statuses


Conducted vulnerability assessments using CrowdStrike, CloneEDR and Security ScoreCard and use PDQ, PatchMyPC, and SCCM to remediate threats or exploits.


Data-security focused professional with a proven track record in vulnerability management and risk analysis


Developed and implemented risk management plans to strengthen the organization's security posture


Lead initiative to identify, segment, and secure legacy OS devices, mitigating security risks and improving overall network compliance

















Helpdesk Technician


OraSure Technologies – Bethlehem, PA | April 2018 – October 2022





Created and maintained user friendly how to guides and knowledge base documentation on IT related configurations or applications for users


Stood up, configured, and maintained MDT/WDS imaging


IT general maintenance and quality assurance on systems and applications


Combination of Helpdesk and Systems support while managing daily tickets


Providing IT support to remote users from multiple sites and locations globally


Project lead for end user upgrades to Windows 10 & 11 while also configuring ESU licensing for remaining business critical Windows 7 machines to remain compliant


Proficient in virtualization technologies (VMware, Hyper-V)


Configured and deployed Bitlocker to managed workstations








Additional Roles


IT EPIC Refresh / Field Tech Engineer (Contract)


Talon / St. Luke’s Hospital – Allentown, PA | November 2016 – February 2018


Deployed and setup new equipment for users throughout all St. Luke’s’ hospitals and family practices


Made follow ups next day to ensure the team deployed equipment, configured devices and printers, and retrieved old equipment for recycle or reimage to redeploy


Assisted on creating the first Windows 10 deployment configuration with the Radiology department


Help maintain the deployments with a team and verify all processes and steps were corrected and followed


Updated documentation of maps for locations of devices and equipment throughout the organization


Work with coordinators when deploying equipment to ensure all software and settings are setup and installed on user’s machines at each location


Worked on Service Now ticketing system to resolve and document issues at multiple locations


Assembled and supported Go Live helpdesk response room of +340 devices and network setup for Command Center


Supported EPIC Go Live and resolve any issues at remote sites








IT Level 3 Support (Contract)


Ingredion / ESP Global – September 2016 – November 2016





Provided Level 2 and Level 3 IT support for major site in Research and Development


Worked with 3rd party vendors to provide support for high end instruments and hardware


Using ServiceNow ticketing system, troubleshoot and support end users in 4 local buildings or remote users


Created batch and powershell scripts to better automate systems or applications


Handled audio and video support and setup for conference rooms and meetings


Overlooked the imaging process of machines for deployment and worked along with procurement with repair or replacements








System Administrator


Worldwide Metric – Branchburg, NJ | January 2016 – September 2016





Provide IT support and troubleshooting to both hardware and software in their main branch in New Jersey and support all 5 branches throughout the US remotely as well as server maintenance


Provide insight to help improve their processes in both the Sales Department and Warehouse functionality


Provided suggestions of what hardware, software and vendors to increase productivity and helped saved money


Actively research to create faster and easier solutions of their processes with automation using SQL or powershell scripts


Enrolled in classes for SQL programming and general IT related classes


Pull information on their Database (With ERP Microsoft GP and SalesPad as a third-party tool) and provide it to the Sales, Marketing and Warehouse teams


Helps manage backups weekly of the server as well as Exchange and for each of the users’ machines








IT Technician Support (Contract)


Talon / St. Luke’s Hospital – August 2015 – December 2015





Executed deployment and transitioning of end users to Lync (Skype For Business) and provide support


Provide support on Video and Audio to end users, conference rooms and equipment


Using ServiceNow ticketing system to handle and track issues for Audio / Visual and Lync as well as other issues throughout the corporate building


Provided support for hospital employees during their process of learning the new EMR software EPIC


Assisted other IT departments by resolving tickets


Helped setup and configure the new building infrastructure of wiring closets, networking and cubicles that became the main headquarters








IT EPIC Hardware Support (Contract)


KForce / Lehigh Valley Health Network – February 2014 – August 2015


Provided hardware support for the Go Live for the new EMR (Electronic Medical Record) Software EPIC


In charge of and trained a small team for a project to transitioning end-users to Imprivata software (Single Sign On software) and provided support


Worked on a team to distribute and move hardware and peripherals throughout locations for the Lehigh Valley Health Network


Tested systems, desktops, peripherals, and think-clients to ensure they are ready for the next Go Live Update of EPIC software and provide extended support


Provided customer service to doctors and nurses throughout the project and worked around their schedule to test or deploy machines or peripherals in small practices and large hospitals








Information Systems Support (Contract)


Pomeroy Network / B. Braun – February 2013 – January 2014


Worked on basic and advanced troubleshooting on internal network and hardware issues


Customer support for the client face to face within the major manufacture warehouse


Responded and worked on daily tickets using ServiceNow and created documentation and notes


Worked on major projects and carried out day to day duties while maintaining client expectations


Using Lotus Notes and worked with a procurement administrator to distribute equipment supplies


Troubleshoot and repair printers as well as configuring them on the network


In charge of testing major corporate conference rooms at the end of every month on video, audio and any other peripherals in each room





Certifications:





FortiEDR - Endpoint Detection and Response


FortiEMS - FortiClient Endpoint Management Server


SecurityScorecard- Small and Medium Business


SecurityScorecard- Self-Monitoring


Google Cyber Security Professional Certificate- Enrolled/Ongoing


CrowdStrike University- Enrolled/Ongoing


Security + -enrolled/Studying


CySa+ - enrolled/Studying





Awards and Accolades:





Highest recognized Employee for the Year 2019 for OraSure


Coined by CISO for CyberSecurity Response and Integrity











Experience/Skills:





Phish testing campaign/awareness/management


Tabletop exercises


Threat Hunting


Rapid incident response and mitigation


System administration/security


Vulnerability assessment, management, and resolution


Microsoft Teams


Microsoft Exchange/O365


Microsoft Deployment Toolkit (MDT)/Windows Deployment Services (WDS)


SCCM (ConfigManager)


Active Directory


WhatsupGold (WUG)


LAPS


Citrix


Netwrix


Bitlocker


Symantec


Cylance


Forticlient EMS


PDQ


FortiEDR


CrowdStrike


Abnormal


Knowbe4/PhishER


Azure Intune/Entra





Systems/OS – Windows XP-11, Windows Server 08-22, VMware, Vsphere, MaciOS, Hyper-V





